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1. Ksanrossriit anropurm Caiimona.

2. Ilpumenenne kBanToBoro aiaropurma Caiimona kK cxeme DBena-MaHcypa.

3. O npumenennn anropurma CaliMOHA K JIPYTUM KPUIITOCXEMAM.
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Standard security: a block cipher is standard secure against quantum adversaries if no efficient
quantum algorithm can distinguish the block cipher from PRP (or a PRF) by making only classical
queries.

Quantum circuit for classical values.
Example: breaking RSA with Shor’s algorithm.

Q2
Quantum security: a block cipher is quantum secure against quantum adversaries if noefficient

quantum algorithm can distinguish the block cipher from PRP (or a PRF) even by making
quantum queries.

Superposition queries access quantum circuit implementing the primitive with a secret key.
Example: breaking 3-round Feistel cipher, quantum-type Even-Mansour cipher, CBC-MAC with
Simon’s algorithm.
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1 Caiimona, cM. [4]

o YacrHbIil caydail 33241 HAXOXKJIEHUS CKPBITOH ITOATDYIIIHL.

o Ilycrb f : Vi — Vir, k < k' v BBIOJIHEHO OJTHO M3 YCJIOBHI:
o Orobpakenue f MHBEKTUBHO.

o Cymecryer BekTop § € Vi \ (0,0,...,0) Takoil, 9ro st JHOOBIX PA3IUIHBIX T1,Z2 € Vi
oinonasiercs f(z1) = f(z2) & x1 = 22 @ s.

o Heobxoaumo mpoBepUTh, KAKOE U3 YKA3AHHBIX YCJIOBUIl BBIMOJHEHO, 1 BO BTOPOM CJIydae
ompenemuts § € Vi \ (0,0,...,0)

0) - HE" oo — A
o) f s

o Tpymoemkoctb: O(n), ¢ yaerom pemtenus CJIY O(n?), vs O(v/2") B KIaccuueckoM ciiyyae.

/

Puc. 1: KanroBas cxema ajsropurma Caiimona.
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HavanbHoe cocrosiame [1)g)

|0>®n ® |0>®", nocine H®™ nomy4anm

1) = Soev, Sk 109"
2. Mpumenum Uy K 1), momyaum |¢ha) = \/271 ZzeVn lz) | f(z)).
3. UMsmepeHne HUKHEX N KyOWTOB, IOJIy9IHM CilydaiiHoe 3Hadenue f(r) € Vi, r € V,,. Bepxaue n xy6ur nepeiiayr
1 L
B 5 [ry + 7 |r @ s), cocrosinme Beeil cucTeMbl
4.

ws) = (510 + L lres) @ 1f(r) =

Brmosaute H®™ s nepseix n Ky6uT [1)3), momyaum [14)

=>yev, By ly), te
1 1 ( 1) Y)
— = (—1)(ry) I — | ((r®s)y) — 1
Py \/27<n+1>( ) x/ig(n-&-l)( ) No=vi [
5. I/I3MepeHHe BEPXHUX N Ky6I/ITOB. BOSMO}KHI)I ABa CJjryvasd

fres)).

+ (_1)(s,y)] )
(s,y) = 1(mod2),= By = 0;

(5,y) = O(mod2), = B, = 2- (—1)Y) ()

V2t | e

b
TakumM 06pa3oM, B pe3yJibTare U3MEPEeHUsI BEPXHUX T KyOUTOB, C BEPOSTHOCTBIO | ﬁy|2 =
6.

K
KaKOoe-TO 3Ha4YeHHE Y, JJIS KOTOPOTO BBIIOJIHSETCS CBOUCTBO (s,y) = 0(mod2)

1
Sm=T TOJIy1uM
y) =
IToBrOopuTh 1-5 HECKOIBKO pa3, MOJSyYUM 1 — 1 JIMHEIHO HE3aBUCUMBIX Y1,

i s Yn—1

T 4G«
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Monyanmu CJIY nax GF(2):

s1-Yy1,1+s2-y12+...+8n-Y1,n =0
s1-Yy2,1+s2-y22+...+8n- Y2, =0

$1-Yn—-1,1+82 - Yn—-12+...+8n - Yn—1,n =0
Haiifiem Takoe s € Vi, uro f(z) = f(z @ s).
Ecnn s ;é 0, BEPOATHOCTDH TOI'O, ITO yJacCTCd IIOJIYYIUTb 1 — 1 JIMHENHO HEe3aBUCUMBIX

BapUAHTOB Y1, . . . Yn—1 MOXKHO
OLIEHUTH C ITOMONIBIO TabIUIbI 1:
B B
Howmep szamycka Heymauneiit pesybrar EPOATHOCTD HEyNAaTN €POATHOCTH
mpoueaypsl 1-5 Ha mare 5 Ha COOTBETCTBYIOIIEM [IOJIy IUTH COBMECTHYIO
p mare CJIY
1 0€Vn T J——
o 5 2
2 . {0,y1} T 1— 7
3 {0,y1,92,y1 D y2} SAeT 1— z=g
0. n-2 1 1
n-1 {0,91,92,...} 2 =1 1-3=1

Tabauma 1: BepositHocTs ycnexa ajropurma Cadimona mist f : V,, — V,, 3a n urepanuii MOXKHO BBIMHCIUTH
IIEPEMHOYKUB BEPOSITHOCTH yciiexa u3 4 crosdra. oy s
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Sn—>1leqan/In—>00KaK

1. BepogaTHOCTH NONIYYUTH N — 2 JIMHEWHO HE3ABUCUMBIX yPABHEHUs OLEHMUBAETCH 10 (hopMyJie

1—-(1+1/24+1/44...)> =
2. BeposiTHOCTB ycriexa Ha IIOCJIeIHeM Inare pasHa 1/2;

N | =

3. BeposiTHOCTB NOJIyInTh N — 1 JIMHEHHO HE3aBUCHMOE ypaBHEHHUe OIleHMBAeTCs CHu3y 1/2 x 1/2,
T.€. BEPOSITHOCTH ycriexa ajropurma Cafimona > 1/4:

- 1
P, imon 1- R
S (success) > klill ( ) >

ok
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Pacemorpum f 1 V3 — V3, 3amannoe B Tabiure:

12223

f1f2 fs

000
001
010
011
100
101
110

111

101
010
000
110
000
110
101
010

Tabmuna 2: Ilepuox s = 110, re. Va € V3 : f(z) = f(z @ s), koopaunarbie dDyHKIUN:
fi(z1, @2, 23) =21 B r2 D23 B 1, fox1,22,23) = T3, f3(x1,22,23) = T123 P T2x3 D x1 P2 D3 P 1.
B namnoMm mpumepe y kKaxzoro obpasa pOBHO JBa IIpoobpasa.

CO> 4F» «Z> « = E
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21 = 0) —H]} H un

|z = 0) —[H] v

|3 = 0) —— H] H us
10) ] S G
10) TA— falan,aa,2)
0) (] A= Stz z2)

Puc. 2: KpanToBas cxema, peanusymwommast aaroputm Caiimona ais f : Vs — Va.

y € V3 | BeposiTHOCTB NOIYyUnTH Y
111 0.25
001 0.25
110 0.25
000 0.25

Tabmuma 3: Pacnpenenenne BepoaTHOCTEH BO3MOXKHBIX PE3Y/ILTATOB U3MEPEHU IEPBBIX TPEX KyOnTOB

(mpoBepeno B KBaHTOBOM cuMyssaTope Quipper). e e = =

ST e m—— o) 2r



COCTaBJICHA, CUCTEMa JIUHCHHBIX ypaBHEHNN

HomycTuM, 9T0 B pe3yabTaTe HECKOJBKUX 3aITyCKOB MojydeHsbl y1 = 111 u yo = 001, mo KoTopbiM

s1-1+83-1+s53-1=0

81'0+82°0+83'1:0 '
Pemenus sroit CJIY nag GF(2) — s1o s = 000 u nepuox s = 110
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e B 1997 roxy, B paGore [5], mpejyoxkena cxema E : V,, x V;, x V,, — V,,;

o Ekth (m) =G
o ki, ko — HeU3BeCTHDIE KJIIOUM;

@ P — wsBecTHas TMOACTAHOBKA;

k1

ko

I

P

D S

Puc. 3: Cxema Dpena-Mancypa.

Paccmarpusaercs orobpaxkenne f(x) = Pz @ k1) @ ko © P(x), nas Beex x € V,, BBIIOIHAETCA
f(z) = f(x @ k1), me. juis moucka ki npumennM ksanTobbli aaropurm Caiivona. Ilocie

ompejeaeHns kq IO U3BECTHBIM mapaM (0.T., II.T.) JIEKO BoccTaHasiusaercs kg, M. [6], [7], [8], [10].

Henucenxo 1.B.
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B [10], section 3: Previous works have used Simon’s algorithm to break the security of classical
constructions in symmetric cryptography: the Even-Mansour construction and the 3-round Feistel scheme....
IIpm sToM, noMuMoO pe3ysbTaToB [6] u 7], paccmarpuBaercs npumenerne anropurma CafiMOHa K pesKEMaM
CBC-MAC, PMAC, GMAC, GCM, OCB, aaropurmam CLOC, AEZ, COPA, OTR, POET, OMD, Minalpher —
IIPOAEMOHCTPUPOBAHA BOSMOXKHOCTH HAaBA3bIBAHUA JIOZKHBIX COOGH.LGHI/II‘/‘I7 KBaHTOBasA (<Cﬂaﬁﬂ—aTaKa>> Ha KJIIOY C
[IOJIMHOMHUAJILHON TPYJ0eMKOCTBIO (ToJIbKO B Mogenan Q2!!1).

B [11] (Grover Meets Simon, FX-korcrpykuun): However, as we show in this work, using whitening keys does
not increase the security in the quantum-CPA setting significantly. For this we present a quantum algorithm
that breaks the construction with whitening keys in essentially the same time complexity as Grover’s original

algorithm breaks the underlying block cipher. Technically this result is based on the combination of the quantum
algorithms of Grover and Simon...

Tax e B [11]: Kaplan et al. further showed how slide attacks can profit from using a quantum computer. J
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B [12]: At Crypto 2016, Kaplan et al. proposed the first quantum exponential acceleration of a classical symmetric
cryptanalysis technique: they showed that, in the superposition query model, Simon’s algorithm could be applied
to accelerate the slide attack on the alternate-key cipher. This allows to recover an n-bit key with
O(n) quantum time and queries. (xors Ha camom gese B [10] n - 310 AymHA Grroka 6.11I., a He JJIMHA KJIIOUA)

B [13]:...the security significantly changes when we consider attacks in the quantum settings, where the adversary
can make superposition queries... we continue the investigation of the security of Feistel ciphers in the

quantum setting. We show a quantum CCA (chosen-ciphertext attacks) distinguisher against 4-round Feistel
cipher.

B [14]: For d-branch Type-1 GFS, we introduce (2d-1)-round quantum distinguishers ... For 2d-branch Type-2 GF'S,
we give (2d+1)-round quantum distinguishers with polynomial time. Classically, Moriai and Vaudenay proved that a
7-round 4-branch Type-1 GFES and 5-round 4-branch Type-2 GFS are secure pseudo-random permutations.
Obviously, they are no longer secure in quantum setting. Using the above quantum distinguishers, we

introduce generic quantum key-recovery attacks by applying the combination of Simon’s and Grover’s
algorithms recently proposed in [11].

v
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B [15] (a Tak ke B [16], ynyumenue pesynbraros [14]): ...we give more improved polynomial-time quantum
distinguishers for Type-1 GFES in quantum chosen-plaintext attack (qCPA) setting and quantum chosen-ciphertext
attack (qCCA) setting. ... we give some quantum attacks on CAST-256 block cipher. We find 12-round and
13-round polynomial-time quantum distinguishers in qCPA and qCCA settings, respectively, while the best previouse
is only 7 rounds. Hence, we could derive quantum key-recovery attack on 19-round CAST-256. While the
best previous quantum key-recovery attack is on 16 rounds. When comparing our quantum attacks with classical
attacks, our result also reaches 16 round on CAST-256 with 128-bit key under a competitive complexity.

B [17] paccMoTpeHa BO3MOXKHOCTE IpruMeHeHus: ajropurMa CaiiMOHA K HECKOJIBKEM HTEDPALASIM CXEMbL
OBena-Mancypa:

Ep(z; ki, ka, ... ki) = (Pkt o oPkl)(x) D kit1.

Hpe;[CTa.BJ'IeH IIOAXOA IJid IMTOUCKa UTEePaATuOHHbIX KJ'IIO‘IGI‘/‘I, HBﬂHmmHﬁCH O606H_LGHI/IGM KBaHTOBOI C.T[aﬁ,z[—aTaKH nu3
[10].
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B [18]: ... We focus on the study of the symmetric ciphers against Q2 adversary. Combining with Simon’s
algorithm, we convert the classical advanced slide attacks to a quantum one, that gains an exponential speed-up of
the time complexity. Thus, we could break 2K-//K-Feistel block ciphers and 2K-/4K-DES block ciphers in
polynomial time.

Concretely, we turn the classical attacks on 2K-/4K-Feistel block ciphers with 20-25™ encryptions into quantum

attacks with about n+ 2+ 24/n/2+ 1 quantum queries of the encryption process using about n + 1 qubits.

We turn the classical attacks on 2K-/4K-DES block ciphers with 233 encryptions into quantum attacks with 155 or
233 quantum queries of the encryption process with 65 qubits.

B [18] ectb pasmen npo T'OCT 28147-89, 0CHOBaHHBIN Ha MCHOIH30BAHUNA KOMOUHAIMNA CBOWCTB aJIrOPUTMA

g poBaHus ¥ KBAHTOBOrO ajropurma ['posepa: ...... we give a new quantum key-recovery attack, that breaks GOST
in 21148 guantum queries of the encryption process, which is faster than the quantum brute force search attack by a
factor of 213-2. The attack needs (ne menee) 224 qubits.

v

Emgé HeckonbKo paboT mpo ucnosb3oBaHue KpanTosoro aaropurma Caiimona: [19], [20], [21], [22] u mp. J
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Bribepem P = (12,8,2,1,13,4,15,6,7,0,10,5,3,14,9,11), B cxeme DBena-Mancypa sadukcupyem ki = 5, ko = 14
(cm. puc. 3), nonyunm E : Vi — Vi, rne E(z) = P(z @ k1) & ka.

L1

M l I

Puc. 4: KpanToBas cxema, peaJu3yolnas IOJCTAHOBKY P.

o

S

Sam
S
S

—o——D
—O0—0—D

o
S

—O0—0—D

Bce BosmozkHBIE Taps! 6i10koB o.T. u mr.t.: (0,10), (1,3), (2,8), (3,1), (4,6), (5,2), (6,15), (7,12), (8,0), (9,13), (10,5),

(11,7), (12,14), (13,9), (14,11), (15,4).
%i}%%llllllll

& &

15
Puc. 5: KBamnToBas cxeMa Il IOATOTOBKH ﬁ Do |T) [ By =5,ko=14(x)) (33mama mo TabmMIIE, MOMKHO
66110 peasnmzosarb ANF Kar0#f KOOpuHATEI).

< >« [
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Puc. 6: KanroBast cxema juist moucka kiroua ki B cxeme Dpena-Mancypa u3 [10].

Ey

- Bk (2))

- |2)

- | Er(z) ® P(x))

HOCMOTpI/IM pacupegesienue BepOHTHOCTeﬁ PEe3yabpTaToOB I/IBMepeHI/Iﬁ I10CJI€ BBIIIOJTHEHUA aJITOpUTMa Caitmona:

1 = 0) H wevi TPy
j2 = 0) {HH M P R 1000 | 0.125
|z3 = 0) 5 0000 | 0.125
o = 0) IH Bowia(e) H 001 | 0125
[0) .
0) 0111 | 0.125
0) 1010 | 0.125
0) 1101 | 0.125
111 | 0.125

Puc. 7: KBanToBas cxema Jijisi IIOMCKA KJIFO4Ya k1.
O6paTuTe BHUMaHUE, TYT HET PETUCTPA sl 3aIUCH
KJIIOYa.

Tabmuna 4: YpaBHeHUST JJIsT
CJIY nan GF(2): < k1,y >=0.

< > < P AE» <=

MI'TY um. H.D. Baymana 17 /27



Hormyc 0 AHTOBOM cxeme Ha puc. 5 (10AroToBka —= S0 |2) |Ej, , (z))) cambrii
ILyCTHM, 9TO B KBAHTOBOM cXeme Ha puc. 5 (moarotobka —= > ., o1,k MBIt
PaBbIil KBAHTOBBIA I'efiT He IPUMEHSETCS, T.e. TabJIUI IIePex0I0B OJIOKOB O.T. U HL.T. Oyaer
HapymreHa, BMecto (15,4) mosyuum (15,0), Ipu 5TOM BCe OCTAJBHBIE [IEPEXOBI BBIIOJIHSIOTCS

npaBuwibHO (1ipu k1 = 5, ko = 14).

Pacripejiesienne BeposiTHOCTEl pe3y/IbTATOB U3MEPEHU TI0CjIe BhIoIHeHus ajropurma CaiiMoHa,
KOI'J[a UMEIOTCs He BCe OJIOKM O.T. U IILT.:

y € Vy P(y)
0000 0.1328125
0001 0.0078125
0010 0.1015625
0011 0.0078125
0100 0.0078125
0101 0.1015625
0110 0.0078125
0111 0.1328125
1000 0.1015625
1001 0.0078125
1010 0.1328125
1011 0.0078125
1100 0.0078125
1101 0.1328125
1110 0.0078125
1111 0.1015625

Tabmuna 5: Ypasuenns gy CJIY wax GF(2): gosmkust 6b1Th < ki,y >= 0.
Beibpanu k1 = 5, T.e. k1 = 0101, no Tabnune Bugno, uro P(< ki,y >= 1) = 0.0625.
Tem HE MeHee, KOTrJia GJIOKOB O.T. U MI.T. HEJOCTATOUHO, Heobrodumo ywummeams P(< ki,y >=1).

«Or 4 > <
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Pacnpe;LeﬂeHI/Ie BepOHTHOCTeﬁ pe3y/IbTaTOB H3MepeHHfI II0CJI€ BBIIIOJIHEHUA aJI'OpUTMa CaflMOHa,
KOrJja UMEIOTCsd He BCe OJIOKI O.T. W IIL.T.:

v E Vg P(y) Ges 1 mepexona P(y) crano
0000 0.1328125 0.140625
0001 0.0078125 0.03125
0010 0.1015625 0.078125
0011 0.0078125 0.03125
0100 0.0078125 0.03125
0101 0.1015625 0.109375
0110 0.0078125 0.03125
0111 0.1328125 0.109375
1000 0.1015625 0.046875
1001 0.0078125 0.03125
1010 0.1328125 0.109375
1011 0.0078125 0.03125
1100 0.0078125 0.03125
1101 0.1328125 0.078125
v 1110 0.0078125 0.03125
1111 0.1015625 0.078125
Puc. 8: Jlomycrum, uaro npu ki = 5, ky = 14 Bmecro  La0mina 6: Ypasuennust jiyist
KBaHTOBO# CXEMBI Ha PUC. D 3a/laHa TOJIBLKO YacTh CJIY man GF(2): nomxust GbITh

TabJIUIBI [IEPEXO/IOB. < ki,y>=0.
Tak kak k1 = 5, T.e. k1 = 0101,

TO 1O TabJIUIE BUIHO, UTO
P(< ki,y >=1)=0.25.

«Or 4 > <
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Boibepem ki = 2, ko = 14 (cM. puc. 3), Bce BO3MOXKHBIE napbl 6siokoB o.1. u nr.T.: (0,12), (1,15),
(2,2), (3,6), (4,1), (5.8), (6,3), (7,10), (8,4), (9,11), (10,9), (11,14), (12,7), (13,5), (14,13), (15,0).

yeVy | Py

0000 0.1875
0001 0.125
0100 0.125

0101 0.0625
1000 0.1875

1001 0.125
1100 0.125
1101 0.0625

Tabsuia 7: Pacnpenesienrie BeposiITHOCTEN PE3YIBTATOB U3MEPEHUN TTOCJIE BBIMOJHEHUST AJITOPUTMA
CaiimoHna.

HepaBHOoMepHOCTH pacipesiesieHrsi B TaOJIHUIlE 7 MOSIBJISETCST M3-38 «HEXKEJATEIbHBIX KOJIIH3HIA. J
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CyIecTByIOT TakKue T # T2 # T3 7# T4, 9TO

P(.Tl D kl) D P(Jil) = P(.TQ (&) kl) SY P(«'E2)7

P(zs k1) ® P(x3) = P(x4a ® k1) ® P(xy),
npuueM P(x1 @ k1) ® P(x1) = P(as ® k1) ® P(x3).

Hanpuwmep, juist BeiGpannoit P = (12,8,2,1,13,4,15,6,7,0,10,5,3,14,9,11) u k; = 2
T = 4, To = 6,

1'325, 13427,

jamess
T, = 9, To = ].1,

r3 = 13, Ty = 15.

ST T e 2127




Pacnpe;LeﬂeHI/Ie BepOHTHOCTeﬁ pPeE3yIbTaTOB I/I3MepeHI/Iﬁ II0CJI€ BBIIIOJIHEHUA aJI'OPpUTMa CaﬁMOHa,

KOorJga MMEIOTCd He BCe OJIOKI O.T. W IIL.T.:

yEVy
0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
1111

Tabnuna 8: YpaBHeHUS st
CJIY nanx GF(2): moskHbBI GbITH

Puc. 9: lonyctum, garo nipu k1 = 2, ke = 14 BMecTO
KBAHTOBOW CXEMbI Ha PHC. D 3aJaHa TOJHKO JaCTh < ki,y >=0.
TabJIAIBI TIEPEXOJIOB.

P(y)
0.15625

0.03125
0.03125
0.03125
0.15625
0.03125
0.03125
0.03125
0.09375
0.09375
0.03125
0.03125
0.09375
0.09375
0.03125

0.03125

Tak xak k1 = 2, T.e. k1 = 0010,

TO 110 TabJINIE BUJIHO, YTO

P(< ki,y >=1) = 0.25
(coBmama ¢ P(< k1,y >=1) B

Tabsure 6).

<
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B pa6ore [10] mpescraBieHbl TEOPEMBI, OIPEIESIONIAE COOTHOIIIEHNE MEK Ty

KOJIM9ECTBOM HTepaL[HfI aJITOPUTMa Caﬁl\“[OH& 1 BEPOATHOCTBIO YCIIEIIITHOI'O
OIIpe/Ie/IeHNsI TIeproJia OTOOparKeHust f:

s f:{0,1}™ — {0,1}™, y xoroporo Ha Bcex z Bbnonusiercs f(z @ s) = f(z), BBoguTCs

&(f,s) Pry[f(z) = f(z ® )]

= max
t€{0,1}™\{0,s}

s coyyaiinoro orobpaxkenusi f e(f,s) = ©(n2~"™) (royeunas oueHKa), ecau orobpaxkenue f = const, TO
e(f,s) = 1, Torga OHO3HAYHO BBIYHUCIATH IEPUOJ § HEBO3ZMOXKHO.

Theorem 1 (C orpanudenuem e( f, s))

Ecau e(f,s) < po < 1, mo dasn onpedeaenusn nepuoda s ¢ 6eposmHOCMLIO He menee 1 — (Z(H%)C)n mpebyemcs cn
3anyckos aszopumma Catimona.

Theorem 2 (Bes orpannvenuii (f, s))

Ecau nocae cn sanyckos anzopumma Catimona natiden sexmop t, opmozoHasbHbil 6CEM TOAYHEHHDIM 6
pesyavmame usmeperutd ui, mo Prz[f(z & t) = f(t)] > po ¢ sepoammnocmoio ne meree 1 — (2(“%)6)71.

< > < P AEr =
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B paccMoTpeHHBIX TpuMepax ¢ HEMOJHBIME TAaOJIUIAMU MIEPEXOI0B OJIOKOB O.T. M II.T., B 000WX
ciydasx (HECMOTDsI HA HAJINIME «HEXKEIATEbHBIX KOJIU3Hi» )

P(< k1,y >=1) =0.25.

st moucka ky Tenepb TpedyeTcst «yrajarb» 3HaUYeHne ypaBHeHust < ki,y >.

U3 paborsr [10]:

| A

1 s npumenenus kBanTosoro ajgropurma CaiiMona neobxomumo obocuoBbiBaTh €(f, s) < 1.

2 B reopeme 1, npu ¢ > 3/(1 — pg) BEPOATHOCTH OMIUOKK yOBIBAET [0 FKCIOHEHIMAIHLHOMY
3aKOHY, B 3aBUCHMOCTH OT 7.

Cc\ N
3 B reopeme 2, npu ¢ > 3/(1 — py) BeposiTHOCTH 1 — (2(1—24”—0) )" crpemurest x 1 1o
SKCIIOHEHIINAILHOMY 3aKOHY B 3aBUCHMOCTH OT 7.
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[Ipumenenne kBaunToBOrOo anropurma CaiiMoHa MOXKET ObITH 3(DMEKTUBHO B CIIydasix:

1. Mogens Q1: mosyanian Bee BO3SMOXKHBIE(GOIBIIYIO 9aCTh) Maphl OJI0KOB O.T. U TI.T. Ha OJHOM
HEU3BECTHOM KJIIOYE, IIPUTOTOBHMJIM COOTB. COCTOSIHUE, KAaK Ha pHC. 5, T.e. nepenum K Q2
(rpebyercs mopsiika 2" 0606menEpix CNOT, 1.e. TpynoemkocTs He poly(n) ).

2. Mogess Q2: anasmsupyem KBaHTOBBI white-box, T.e. MOKeM paGoTaTh ¢ Cyneprosunueil nap
O.T. U IIL.T., TIOJyI€HHBIX HA OJ(HOM HEM3BECTHOM KJIf04e (KJII0U — BCTPOEHHBIH apaMerp,
HEKOTOPOI «KBAHTOBBIN IefT» ); BO3MOXKHO aKTyaJbHO JIst TPOTOKosIoB Quantum Secure
Direct Communication (QSDC).

3. Mogens Q2: Y «Anmchkl» ecTb KBAHTOBBII KOMIIBIOTED U OHA XOUeT 0OMaHyTh «Bobay» — cM.
arakn Ha MAC u AEAD pexkumsl B paGorax [9, 10].

Ecyn ykazaHHBIE YCIOBUS HEe BBIOJHEHBI, TO TPUMEHEHNEe KBaHTOBOTO ajropurMa CaiiMona jijist
TOWMCKa KJToveil B cxeme DBeHa-Mancypa (a Tak ke U JyId IPYTUX CXeM, JJI KOTOPBIX MOCTPOEHBI
«paznmanTenny, cM. [6] - [22]), moxeT 6bITh HE3DHEKTUBHO, T.K. MOSBIISIETCS JOTOTHATETHHAST
HeompeesieHHoCTh npu cocrasienun CJIY nax GF(2).
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Cuacubo 3a BHUMAHUE.

«Or 4F» 4«
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B pabGore [23| mpezncrasnena peammsanusa cymmaTopa mo mMoaymmio 2. Ecim B peammsarmuu AD D5 n3
paboTs! (23] OMyCTUTH AOMOJIHUTEIBHBIA Pabounii KyOUT |2), TO TIOIYIUTCS PEATU3aIus OlePaIum
CJIOKEHHUS TI0 MOJLYJII0 2" 6e3 JONOJHUTENLHBIX KyOUTOB, T.€. ISt PeaIu3aI[in

la) |b) — |a) |b+a mod 2™) Tpebyercst poBHO 2n KyOUTOB (HPOBEPEHO B KBAHTOBOM CHMYJISITOPE
Quipper ipu n =4 u n = 5).

Ecim B cxeme DBena-Mancypa 3ameruTs oneparuio moburoBoro XOR, ¢ kitouom ki Ha omeparuto
CJIOZKEHUS TI0 MO0 2™, TO npezcrasieHHoe orobpazkenue f(x) mepecraHer ObITh
MMEPUOIMIECKIM, [IPU IPUMEHEHNN KBAHTOBOrO ajroputMa CaiiMoHa, Tak ke Kak u B TabJI. 6 u
tab. 8, mosBasitoress P(< ky,y >= 1) > 0. [Ipumepor nepuogndecknx 0To6pasKeHuit, K KOTOPBIM
[IPUMeHsJICs Obl KBAaHTOBBIN ajaroputM CaiiMOHa, JIJIsl TOMCKA IIEPUOJIA IIPU MOJLYJILHOM CJIOXKEHWH,
aBTOPY HEU3BECTHO.

Cyzg 1o siokasaTeIbecTBaM TeopeM u3 pabotst [10], OHM IPEMEHUMBI B C/IyHdae KOrja
P(< ky,y >=1) =0. Eciin ke P(< k1,y >=1) > 0 TOo TPYJ0EMKOCTD OIIPEIEJICHAsI HCTUHHOIO
3HaYeHHs MepPHoa MOKHO OmeHnTh cepxy O(2" ! . n3) KBAaHTOBBIX W K/IACCHYIECKHX OTIepaIimit

CITV. nermrere xkaxxkmoit CLUTY merononm Taveea).
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